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Data breaches impacts everyone and this usually happens due to poor care of the accesses.

You play an important role in defending the organization to prevent breaches and ensure data
protection.

LEARN ABOUT THE IMPAGT OF DATA BREAGHES ez

Organizational Impacts Individual Impacts

e [oss of revenue. * Loss of sensitive personal
e \jolations for non-compliance. data.

e Damage to reputationand ® |dentity Theft.
destruction of trust. * Personal financial losses,
e Expensive recovery efforts. ® Loss of jobs.

SEGURITY BEGINS WITH AGGESS PROTEGTION

Do you know what Access
Control Is?

|t is a layered approach to the creation
and management user accounts within

an organization. It exists to minimize the
risks posed by cyber attacks and human
error.
(1)
What Is your role in protecting '
access?
‘ -

Remember that the access entrusted to you
belongs to you.

Do not share your access credentials with
anyone.

e Protect your accounts with a strong and
unique password.

o Keep work devices in a safe place to prevent

them from being lost or stolen. ‘

Respect your access.

Never share passwords or access keys and always lock your
workstation when not in use.

'/ Think before you click.

s Cybercriminals use malicious links or attachments to spread malware

and steal your data.

Verify the source.

Make sure you only share sensitive information with the appropriate
and authorized parties.

Apply the principle of least privilege.

This practice helps to isolate and mitigate security breaches by giving
users only minimal access to perform their duties.
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