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— SENDER GRAMMAR AND GREETINGS
« Verify the email address: Phishing emails + Personalized greeting: Legitimate
may appear legitimate but have slight companies use your real name; a
variations. generic greeting can indicate

phishing.

» Suspicious domains: Strange or
mismatched domains are a red flag.

» Errors: Phishing emails often contain
grammatical and spelling errors,
unlike official communications.

URGENCY OR
THREAT

» Sense of urgency: In phishing
emails with messages like "Your
account will be suspended!"

From: Microsoft 365
(microsOft@outlook.com) To:
user@yourcompany.com

Please verify your account today or it
will be blocked for privacy purposes.

o Threats: Of consequences if
action is not taken immediately.

Dear user, we have detected unusual
activity on your account. You are required
to confirm your account with a verification
process in order to continue using our
services. Click the following button to
confirm your account:

ﬁonfirm your account

http/verificocinat.ksgw.745382.094udh.com

POOR DESIGN

» Design: Poorly designed emails
can be a sign of phishing. Poor
quality logos and graphics can
indicate a fake email.

WEB ADDRESSES DO NOT MATCH

+ URL Mismatches: Remember to hover over the button and
view the URL at the bottom of your screen. Small variations
may indicate a phishing site.

IF YOU HAVE ANY QUESTIONS OR REQUIRE FURTHER INFORMATION,
PLEASE CONTACT US BY EMAIL.
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#CybersecurityAwareness



